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Abstract: This paper analyzes the standards related to the zero' t palicy of the United States Department of Defense

and the federal government, and introduces the zero trust re jcy criteria and industrial development in China.

Based on the analysis, some suggestions are put forward, su >celerating the development of national standards relat-

ed to the zero trust architecture, carrying out zero trust pilots demonstrations, promoting the construction of the zero

trust security evaluation system, and actively promotin% opment of the zero trust industry.

Key words : zero trust; policy criteria ; industrial d(:fe 0

; maturity model

0 BeyondCorp (51,
, L 4 Azure ; (Cloud Security Alliance,
, , CSA) (Software Defined Perimeter,
. SDP) 161 Forrester , 2020
i , 1 0,
. [7] R
s . 2010 S Forrester 1
(Zero Trust) , , 2019
[2] R
Forrester (Zero Trust eXtended , 1 .
7TX) (Zero Trust Edge,ZTE)"!; Gartner 1.1
(Zero Trust Network Access,ZTNA)™; 2019 7,

2022 2 (41 544 ) | 35



:www . pcachina.com

. EIE]
> ERT R ELER A | E B B RS A
R FARE ;f,%iﬁgﬁﬁﬁ) b
SR AT
A
TIGEE > B LS Rl
> BBHIEA AT ¢ B G R ¢ T
HeE AU A b O 8]
2019.7 20199 20208 202010 2020.11 2021.4 2021.5 20218 20219 2021.12 20221
!‘\ ( e " 'S () »
P AL L BT
RO M
= = (i} BE S o7}
> EFhE A || | > EHEAS > FIESAT 14028 WD S CER )
7 G F o = s e
(E5E ) SRRy A L EEATE e » %%ﬁ%%&ﬁﬁﬁﬁ&}
e > WERIRE SRR S > R EEE || > Emmmna s
g %ﬁﬁ?’ﬁﬂ‘?@‘ﬁ? 1 CE(FERHD: iy (EARRERES || A CBEBaE
il ME G ) PR SRERCH At || (TR A
EE e M| s
| Q)
, (DoD) work , NIPRNET) (Secret
4 L Internet Protocol Ro Network , SIPRNET)

D"
. '\Q Y « )
C)Q , 2020 11

4 ; ,
. ) (b' ( yuu,
Is : () ,
( ), , ,
(Defense Innovation Board , D , R

(National Security Agency, NSA) |
(U.S.Cyber Command)

s !gency , DISA)

(Defense Information S

7 o
2021 5,

( ) e,

10 5 << o s )
>>[10]’ N N / N N N

2019

’

(Non—classified Internet Protocol Router Net—

36 | 2022 2 (41 544 )



Review and Comment

, . s 3 Center of Excellence , NCCoE) 4
’ ) e SP 800 -207
, ( )
° , 2021 5, 14028
; o ( Do
2021 8 ¢
(Thunderdome) P . ’ )

1.2

2011, ® :
(Federal Risk and Authorization Management Program , 60 0 o

FedRAMP) , , , (Office of
. 2017 Management and Bu@OMB) R (Department
“ . of Homela ecudity , DHS) (General
o Service % 90
2019 9, Y4
SP 800-207 ¢ > , 2020 \ o

8 o SP 800-207¢ bs QZOZ] 8

. ( : ) el

(b, SP 800-207 ,
() 2021 9, 14028 :
2000 10

al beersecurity (The Cybersecurity and Infrastructure Security Agency ,

][ b ][ e ][ A ][ LR ]
e ) (8 ) (B ) (wwrwna) (8 ) (Sunwsn ] (Heusn )

[SEEP%&‘] [m_llﬂ,wﬁ] [g@g}m ] rf&?ﬁ%’“ ) '%{gﬁs{ | [gémm ] [p—
: ! ' — N == —
[zufﬁﬁ&m ] [zz,zﬂaau ] [zusgﬁﬂ ] ARl E | 2w géﬂ?ﬁ;g] 212 FitHI
I I — | — —T <
[gg{ﬂmﬁ* ] [zuéﬂ ] s | | 253 2E% [m mw] Gl
— = 4 —
244 1 g&gﬁ{%ﬁ 774 N UEE
745 (AP E
 ———

2022 2 (41 544 ) | 37



:www . pcachina.com

AWM 5 AR MR
7 2, S Al
C1sA)  «
( el
2024 9 30
202 1 26
2021 9, (
)
(
. 3 :
.4
2020 12,

HFIDAAS
pEEE e
BN ek e
AR P
(R

o R EAT R A B
SE AL IR
® I A AR
|

5l
& i A Y R A R

tability Office , GAO)

g

iﬁﬁpusm LR AR

e

P g 43 A T
{51l i 3:F

T B R LA R M
ER

S AR B i 1]
MFAHEARTE MR

IF it SRR T T o 22
bR

W

3

® I [ el T T
JEPERELE PRI T
PR ELA]

® GRS [R5 Y R A

o EP Al A SR A 0
FH ¥ By

® {f TR ) B R A
FH R IR

o G DLPHIDRMECEL

©®  EEH R A AR A
[Nz g S TRE | B e

o RIS AT A
{ UEBA 3l sk
3

R AR L SR
S A3 Hrah s e
DAASH ]

o SEERLAT R

® I G Y S R
T

® 3L AL S I S 1Y
FH R S R

o SEA R ELAE RO
fyidila) Heng

o R HRdRA R LR
TR O 00

o SEHAELT HEEIRSE A
DLPRIDRMAECHR

®  SEilii s el LT A Eh
I 8D B

(Government Accoun—

»
2021 9 597
o , (General Services Admin-
istration) 298 N (Department of Education)
200 N (Office of Personnel Manage-
ment )99 s
38 | 2022 2 544 )

LR HE

2021 3,
2021 7,
))
“ 56

€

(2020) 190

e

€

€

(2021-2023

«

)



Review and Comment

2021 7,
(5G
)) (
56 ‘
2.2 O
( “TC260™)

(

+ FHESEETH
fiAIE (MFA )
* TR AT A

* AR T
i B
- fijfbArhf

i
= FR{IRBREE A9
i

s AR
i)
S TAFRUERA

* ARRIFA
- L
- RimiE

+ ZETFHHIME
G LIRSS
4t A AERPIRE B £
i

© RR&MGT
= Bl
Fey ki
AR AR

« AR AL
s
+ AT

* SRR
* (FfTE o BEL R

* FREERHIE
* SEMHLARSE AT
i

* FREERYIR G

Eiti Lt
* B A
T R 5
LD

s EafialA N0
it

o LT HLERE T
g

* FTAT AR LR b

* FREEEELin)
- SRR AR
i

« ”

Do

5G

(

2023 (

2.3

)

; GB/T 38638—2020¢

\

Programming Interface , API)

:GB/T 22239—2019 N

>> ’

2022

{2021

2

)
; GB/T 38644—2020

)

, (2021

>

(Application
R /

>>[|3]

(Software

544 ) | 39



:Www . pcachina.com

Defined Perimeter , SDP) |
(Identity and Access Management , IAM)

Segmentation , MSG) s
o 25 26
4
’ 3 ) 1
3
40 | 2022 2 ( 41

544

(Micro

, 18

1] L 1. ,
2020,6(7):17.

[2] KINDERVAG J.Build security into your network’s DNA .
the zero trust network architecture[Z].Forrester Research
Inc, 2010, 27.

[3] CUNNINGHAM C,BLANKENSHIP J,BALAOURAS S, et al.
The zero trust extended (ZTX) ecosystem|[EB/OL].
(2019-08-05)[2022-05-15]. https : // www . forrester.
com/report/ The—Zero—Trust—eXtended - ZTX — Ecosystem/
RES137210.

[4] ORANS L, MACDONA RILEY S.Market guide
for zero trust networlemactes$yZ|.2020.
[5] WARD R,BEY Q ondCorp : a new approach to

enterprise securly[J [JLogin the Magazine of Usenix &
Sage ,2014(39):6-11.
[6] (SDP) .SDP 1.0[EB/OL].
(201 Zxx)[2022-05-15]. https ://c—csa.cn/u_

% 010/20200706/40¢72deb73 . pdf
. % NINGHAM C,BLANKENSHIP J,BOUFFARD A et al.

Now tech :zero trust solution providers, Q2 2020[EB/OL].

Q (2020-05-01)[2022-05-15]. https : //usermanual . wiki/

m/ 15dd8h2fa296e671d936c¢4c12¢13156edea8b5¢94e99 -
2b187¢789d685a87¢55f . pdf.

[8] Department of Defense.DoD Digital modernization str—
agedy[ EB/OL].(2019-07-12)[2022-05-15].https : //
media. defense.gov/2019/Jul/12/2002156622/-1/-1/1/
DOD-DIGITAL-MODERNIZATION-STRATEGY -2019.
PDF.

[9] DELBENE K, MEDIN M, MURRAY R.The road to
zero trust (security )[Z].DIB Zero Trust White Paper,
2019,9.

[10] DELBENE K,MEDIN M, MURRAY R.Zero trust archi—
tecture (ZTA) recommendations[Z].2019-10-24.

[11] DISA.DISA FY19-22 strategic plan version 2[EB/OL].
(2020 -xx—xx)[2022-05-15]. https : //www . disa. mil/
About/Our - Strategic — Plan.

[12] Department of Defense . Department of defense (DOD)
zero trust reference architecture[ EB/OL].(2021-04-28)
[2022-05-15].https : //dodcio . defense . gov/ Portals/0/
Documents/Library/(U)ZT_RA_v1.1(U)_Mar21.pdf.

( 67 )



Network and Information Security

[11] CREMERS C J F.The Scyther tool : verification , falsi—

[1] , s , “6.167 fication , and analysis of security protocols[C]//20th
[J1. , International Conference on Computer Aided Verifica—
2020,40(9) : 2835-2842. tion. Springer— Verlag , 2008 : 414-418.
[2] . [J1. [12] CREMERS C J F,MAUW S.Operational semantics of
,2021(4):80-83. security protocols[J].Lecture Notes in Computer Sci-
[3] s s ence , 2005 , 3466 : 66-89.
[J]. ,2017,38(S2): 185- [13] THOMAS B G, CONTROLS C. Introduction to the
196. modbus protocol[J].The Extension, 2008 ,9(4):1-4.
[4] , , , [14] SWALES A, ELECTRIC S.Open Modbus/TCP Speci-
[J1. , fication[J].Schneider Electric , 1999,29:3-19.
2021,49(5):17-22. [15] FAGUNDES F D,DA CUNHA M J.Industrial net-
[5] work security [J ]. Journal Control , Automation and
[D]. : ( ), 2021. Electrical Systems , 2 P11,
[6] [16] , , .SM4
[D]. : ,2021. [J]. @0,7(6);799—811.
[7] , W, , ( :2022-04-25)
[J]. ,2021,45(21):2-22. %'
[8] , .Modbus TCP [J]. 3-), ., , ,
,2019,34(6): 1110-1117. 4 Q o
(9] ; ; ) &1214tian@sina.com .
Modbus [J]. , Q (1976 -), , ,
2019,35(8):8-15,24. Q : 0
[10] .MODBUS [J]. @ (1990-), , , ,
2019(12):21-26. .
( 40 ) M-22-09.pdf.

4

[ 13] Defense Information Systems A, A) Other Trans—

action (OT) Agreement Te derdome Zero Trust
Solution[Z].2021-08

[14] National Cybersecurity Cefiter of Excellence . Imple —
menting a zero trust architecture[ EB/OL].(2020-10-xx)
[2022-05-15]. https : //www .nccoe . nist. gov/sites/ de —
fault/files/legacy—files/zta—project—description—final . pdf.

[ 15] National Institute of Standards and Technology.Planning
for a zero trust architecture ; a starting guide for admi—
nistrators[EB/OL].(2021-08-04)[2022-05-15].https : //
nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.08042021 -
draft. pdf.

[16] Office of Management and Budget. Moving the U.S.
government toward zero trust cybersecurity princi —
ples[EB/OL].(2022-01-26)[2022-05-15].https : //
www . whitehouse . gov / wp — content / uploads / 2022 /01 /

[17] Cybersecurity and Infrastructure Security Agency .Zero
trust maturity model | EB/OL].(2021-09-07)[2022 -
05-15].https : //www . cisa. gov/sites/default/files/ pub -
lications/CISA %20Zero % 20Trust % 20Maturity % 20Mod —
el_Draft. pdf.

[18] .2021 [EB/OL].
(2021-06-30)[2022-05-15].https : //c—csa.cn/api/
web/download. php ? id=1674&path=/u_file/photo/2021 -

0708/19¢279746d .
( :2022-05-31)
(1984-), .
O (1984-), ,
(1986—)‘, :

2022 2 (41 544 ) | 67



R = B

R AMBZ L 5HIRLEE) RHANXE, NEZEXEXTILEN. #
FEN . BRI B FRAE I, FEMEEFBENE R ITNFRE
BIHRER, MEZXEEREERRBIZXENCHEN . BIEN.
ENRIAR X B F ARV B HI . E R M ERINE LTI T AT, KT
AR AT & EEIEE. SEREFEEKFER. BN, RTIx
FTHRME S LR EMANER, FHIER.

(NERE 5%5&?}2)) ZmAETR

@ 4
S
,§)
8,
N

S



	6
	6
	202208-XW 67

	版权声明



