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% cteris‘ics

ethods meet the security needs of the current industrial control network, a novel

Abstract: In order to extract the che f industrial control intrusion data set and classify malicious data more

accurately, make the intrusion detegti
VAE -TWD algorithm based on

algorithm uses the powerful

auto —encoders (VAE) and three —way decisions theory (TWD) is proposed. The
ability of variational autoencoder to reduce dimension mapping and extract feature
for high —dimensional data$ en makes instant decision for normal and malicious data by using three —way decision
theory, divides them into posifive decision domain and negative decision domain. For the uncertain data in the boundary
region, the new training set will be constructed by selecting appropriate data with different granularity features and then
extended to the original data set. Then the decision —making process is repeated until the data in the decision —making
domain is empty to avoid the risk of blind decision—making. The experimental results show that VAE-TWD algorithm im-
proves feature extraction ability and classification ability of industrial control intrusion detection, is superior to the compar-
ison algorithms in accuracy, detection rate, false positive rate, F1 score and other indicators, and effectively improves the
performance of industrial control intrusion detection.

Key words ; variational autoencoder ; three —way decisions ; feature extraction ; industrial control intrusion detection

# : (61702234 ,

10 :www.pcachina.com  { 2022 41 6



Network and Information Security ®

R [2] °
R [3]
, VAE -TWD
o Shang (4 (One -Class (1)
Support Vector Machine , OCSVM)
0CSVM )
0OCSVM

. Liu 151 R

CNN

2) Q\
, CNN 0 .
o Brugman (o1

(
: &AE , VAE
" fox

VAE
(2)

o 1
(Variational Autoencoder, VAE)

(Three—
way Decisions , TWD)
(VAE-TWD)
[71
; ©
, , z=pto Qe
s~N(0,1)
° 9 latent
’ o space
[8] 1
( 2022 41 6

:www.pcachina.com 11




e Network and Information Security

) ) DP DN o
l‘l’ g, ’
M (o 5 1 o
1
1 s , A Apy
)lBP ABN
/\NP )\N'N
po(z) z, 0<Aw<Aw<Aw,0 <An<Aw<An., (3)
’ (4) [11]
po(X;lz) _
= Apn=Agy (3)
© 0. = (Apy=Apy) +(Ap
z po(z1X;) ) , e Aov— )
VAE q¢(Z|Xi) o (/\BN_/\NN)"' )\pp)
, ,os?8:1¢ ,
logp (Xi)=Dyi[qe(z1X)lIpe(z1X:) ]+ L(¢,0,X;) (1) "(QP(XWC])NL
L(¢,0,X)==Dy(q.(z1X)Ips(2))+E, [logpe(Xilz)] Q(Z) P(X1[x])<B,
(20 ) ;
: (b‘ (3)  B=P(XIlx])<a,
(loss function) o (1) KL g s s
KL ; o
, ) [x]
. L 4 ,P(X1[x]) [%] X o
1.2 ’
(8] ,
( 0={X,X) ’ ’
: ) 2 VAE-TWD
D:{DP’DI\'vDB} 5 -
Dy Dy p, 2]
VAE -TWD 2 ,
VAE-TWD 1 .
1:VAE-TWD
X={xlyx2a“'7xn}; a’Bo
Dy Dy s ; °
, Dy s : ¢,0; A, Apy, Awp s

12 :www.pcachina.com  { 02022 41 6



Network and Information Security ®

ﬂ:kﬁ 4 ’

Hednd )
|————"r__-| [ — ¥y — 7~ 71
I [atmeat | [ [LsiEe Je— | ’ VAE
| & v | — . VAE )
|8 CrrEma | () Cemes ] e !
| __OEam] | CEE | SELU VAE

RMSprop , VAE

2. Q

: X;Q M.

X () )
(1) ¢,0.

(2) Fgraji=14M

l‘b. p(k) k
Q 2 Op;
\ 4oz,

KL D [q.(z1X)pe(21X:)] 5

2 VAE TWD Q
q.(z1X;) z;
Agp s Apy s Anvo % E, [logpe(Xilz)];
(1 : Q

—— o ————————o— —u]

L(¢505Xi);
) ’ 0.0:
; End for
(3) 2) ’ (3) (1)~(2) ,
(4) 2.3 TWD
N P ,
(5) PO @B . s
’ , , [12]
; 2
(6) , (2)~(5).
2.2 VAE ’
, VAE 0 0.7
0.3 0.3
1 0
. 2 , (3)
X:{xl,xz,-'- ,x,l}, (4) a,ﬁo
X':{x;,x;,"‘,x;l}o X={x1,%0, " ,x,},

( 02022 41 6 :www.pcachina.com 13



e Network and Information Security

X P(POS|x,) :
i=1,2,,n, a,B p e
P a, ; P<B, 7
;. BsSp=a, o J !
, 26 .
3 .
, VAE . 3
) Nomal 61 156
, NMRI 2 763
CMRI 15 466
’ 5 : O MSCI 782
;. MPCI 76
: - Tyo MFCI
DoS 7
: POS, NEG. Reconnaissance g 05
(1) . VAE G;
i «.B; (POS)= K4 ’
(NEG)= (BND)=0 . (b' ( :
(2)Do ‘ Q ’
T=G(T.): T,=G(T,); \ T
T, fi ’ )
f T, 3

P=/(T)s ()%' (1) 0.7

For each p e P,1, e T,

If p>a 5 :
POS=POS U1, (2) :
L 4

Else if p<B
; (5) [0,1]
NEG=NEG
Else : )
BND=B x/=—miny) (5)
max (x)—min (x)
End ’
,x X °
End
G(BND)—T " O
_ ) (5) :
Until T,
3 : POS, NEG o
3) (False Positive Rate , FPR)! (Accuracy ,
ACC) ., (Detection Rate , DR) . (Precison
3.1 Rate , PR) F1- (F1-score , F1)5!
Ubuntu 16.04.7
, : GPU GV100GL[Tesla V100S ’
FPR = P 6
Pele 32 GB], : Python 3.9.2., = IN:FP (6)
3.2
ACC= _ TP+TN (7)
VAE-TWD TP+FP+TN+FN

14 :www.pcachina.com  ( 12022 41 6



Network and Information Security ®

Re_ TP ) O
TP+FN ; oo O
PR= (9) , VAE-TWD
L (0,1) , VAE-TWD
Pl (o) |
mp4 IN+FP
2 o
N ; ROC Graph
TP s FP 109 e —— = = — ,«-mﬁ—"::
sPENO b "-_:'f;_"-ﬂ::;;u.—-"‘ ,,’I
) 08 J‘, ,,,,
3.4 . P
VAE-TWD .

’ 3 °
VAE ,

»’Q VAE—KNN (auc = 0. 758)
. VAE-SVM (auc = 0. 875)
( ) H N 0.2 ;,

f”

~TWD (auc = 0. 986)

True Positive Rate

-+9-- VAE-DNN (auc = 0. 895)

TWD —¥— VAE-RF (auc =0.965)

0.0 : - -
VAE ; 0. 0.4 0.6 0.8 1.0
False Positive Rate

VAE-TWD
) Y 4 3 ROC
S
, () , TWD

) VAE

:K (K—Nearest Nei ‘@\‘) ) (Singular Value Decomposition , SVD)I71 |

(Support Vector Machine , SV (Kernel Principal Component Analysis ,

(Deep Neural Networks, DNN) PN Random KPCA)Us! (Deep Belief Network , DBN),
Forest , RF)'! 5 .
4 5
ACC DR FPR PR F1
’ VAE-TWD 0.982 0.965 0.041 0.984 0.976
4 SVD-TWD 0.954 0.893 0.037 0.928 0.933
ACC DR FPR PR Fl KPCA-TWD 0.957 0.932 0.038 0.945 0.949
VAE_TWD 0.952 0.065 0.041 0.084 0.976 DBN-TWD  0.951 0.914 0.045 0.936 0.947
VAE-KNN 0.768 0.643 0.038 0.856 0.742 5 ) VAE-TWD
VAE-SVM  0.879 0.735 0.049 0.937 0.869
VAE-DNN 0.885 0.865 0.053 0.838 0.796 X ' M ¢
VAE -RF 0.938 0.820 0.047 0.945 0.835 ’
4 , o
, VAE-TWD 4  ROC
) N . F1 , , VAE-TWD
o AUC s VAE-TWD

( )2022 41 6 :www.pcachina.com 15



e Network and Information Security

ROC
1.0 =
...... e —
-
-~
o 08 ,/
+© R
5 r
2ae g
g -
ey ~a- D-TPOT (auc = 0.957)
]
2 _+7 —m- SVD-TWD (auc=0.961) —#= DRL-IDS (auc = 0.973)
", 27 e KPCA-TWD (auc = 0. 968) -+ 0CSWM (auc = 0.969)
) ,/' —— DBN-TWD (auc =0.956) s —¥— CNN-PST (auc = 0.972)
,f' —e— VAE-TWD (auc =0. 986) —e— VAE-TWD (auc = 0.986)
00k . . . ; 0.042 . . . .
0.0 02 0.4 06 0.8 1.0 0.0 0.2 0.4 0.6 0.8 1.0
False Positive Rate False Positive Rate
4 ROC Q
o ROC Q
(3) 0,1) . () VAE-TWD
, VAE-TWD AUC °
: (b' VAE-TWD
0 [4] °
0CSVM .15 £,
CNN
) [19] TPOT , )
[20] DRL-IDS—— ()
6 | ()E
' o b
6 A\\ :
ACC DR
VAE-TWD 0.982  0.965 0.976 ’
, VAE-TWD
0OCSVM 0.968 0 0.968 0.955
CNN-PST 0.979 0.908 © 0.050 0.917 0.969 °
D-TPOT ~ 0.968 0.905 0.049 0.919  0.961 : , VAE-TWD
DRL-1IDS 0.949 0.913 0.051 0.927 0.970 o s
6 , VAE -TWD .
N . F1
(
)o ’ [1] HU L,LI H L,WEI Z H,et al. Summary of research
° on IT network and industrial control network security
VAE-TWD ROC assessment | C]//Proceedings of the 3rd IEEE Informa-—
° tion Technology , Networking , Electronic and Automation
5 , VAE -TWD Control Conference (ITNEC).IEEE , 2019 : 1203 -1210.
16 :www.pcachina.com  ( 02022 41 6



Network and Information Security ®

[J]. ,2020,29(8):
179-184.

[3] , , ,

[J]. ,2021,40(9):
85-91.

[4] SHANG W L,ZENG P,WAN M,et al. Intrusion detec—
tion algorithm based on OCSVM in industrial control
system[]].Security and Communication Networks, 2016,
9(10):1040-1049.

[5] LIU J J,YIN L B,HU Y,et al.A novel intrusion
detection algorithm for industrial control systems based
on CNN and process state transition|C]//Proceedings
of the 37th IEEE International Performance Computing
and Communications Conference (IPCCC).IEEE , 2018 .
1-8.

[6] BRUGMAN J,KHAN M,KASERA S, et al.Cloud based
intrusion detection and prevention system for industrial
control systems using software defined networking[C]//
Proceedings of Resilience Week(RWS).IEEE ,2019,1 :
98-104.

[7] ZAVRAK S, [ SKEFIYELI M. Anomaly —based intru smo% ) . TPOT

detection from network flow features using varia
autoencoder| ] |.IEEE Access , 2020, 8 : 1083464083

[9] LAROCHELLE H, MANDEL

tzmann machine[J].Journa
2012, 13(1):643-669.
[10] , , . KL
[J]. ,2008 ,34(5):529-534.
[I1]YAO Y Y.Three—way decisions with probabilistic rough
sets|J]. Information Sciences , 2010, 180(3) :341-353.
[12] , , )

ine Learning Research,

( %2022 41

[J]. ,2019,47(2) :
344-350.

[13] Oak Ridge National Laboratory . Transportation energy
data book[M].United States : Noyes Data Corporation ,
2008.

[14] , . Bi—-LSTM

[J]. ,2021,38(3):
327-333.

[15] ZHANG D,WANG J,ZHAO X X.Estimating the uncer—

tainty of average F1 scores[C]//Proceedings of Inter—

national Conference on the Theory of Information Ret—

rieval , 2015 : 317-320.

[16] PAL M .Random forest ssifier for remote sensing
classification[]J].Intern, '&mal of Remote Sensing,
2005,26(1):217 =

[17] WALL M E, RECHESTEINER A, ROCHA L M.Sin-

gular value decomposition and principal component
analysi / A’practical Approach to Microarray Data
A@ inger , Boston , MA , 2003 : 91-109.

OREMANN H.Kernel PCA for novelty detection[]].
rn Recognition , 2007 , 40(3) : 863 -874.

,2022 ,43(4) .
767-772.
[20] , . ., .DRL-IDS:
[J].
,2021,48(7):47-54.
( :2022-04-28)
(1998-), ,
(1986-), , )
N . E—mail : seventeen_wzc@
163.com .
(1968-), , s ,

6 :www.pcachina.com 17



hR AR 7= FA

GAEH A, R T JEAAE & WM EAEER)2 BT (15
BB ARG NGB ze) 2E, JLAZAF @ E BEFTHM .
LRI Fa N ATIFIE B AP I % ERiF Ao B ATIE B P 4k 3%
A AT PEEE, BE—EZBRNE LT RAEIE® 4+,
T A, <

&éaﬁ,$%i&%ﬁﬂﬁ?p%ﬂéiﬁﬁﬁ
(CNKI ). 7 7 %48 4m it IR 4T é\ R S (4
-%WLBTa$ﬂ&&ﬁ%§%ﬁﬁ%@%ﬁ%@éi&

%. Q’b

R

(FREAREM 2L JiEs
P S B LR T R A R B ANBHILAT



	0602
	版权声明-信网-



