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Abstract: With the wide application of new industria@et technologies in the field of industrial control, the industrial

control system has been transformed from the preflious nd model to an open system. Through the industrial control sit-
uation platform exposed on the Internet, it c: d that a large number of industrial control devices are exposed to
the Internet, and the industrial control system cing unprecedented security threat. Through the analysis of the security

status and vulnerability of the industrial control System, this paper puts forward the attack threats faced by the industrial

control system from the attacker’s f View. Combined with the real nuclear power DCS system, the vulnerability of

the system is summarized throug tests, and the effectiveness and actual availability of the security protection strat-
egy are comprehensively consi can make a protection plan by adding some safety equipment. Through the deploy-
ment and verification in t atory, the safety protection measures have reduced the vulnerability of the nuclear power
DCS system and improved the8ecurity of the system.
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