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Abstract: In recent years, the problem of data leak C by the circulation of plaintext data in the financial field
has become increasingly prominent. The traditional ana learning method of inter agency data fusion faces new prob-
lems and challenges. Therefore, based on the figld mancial data security, from the perspective of user privacy and

data security, this paper summarizes the fedg ing theory, deeply analyzes its current application status in the fi-

nancial industry, and points out that the exist ederated learning still has some problems, such as low communication

efficiency and prominent data heterogeneity. Finally,it puts forward suggestions on improving the federated learning stan-

dard system and paying attention t

tory requirements at all times, so as to provide reference opinions for promoting
the legal application of federated
Key words : federated learning\;%i

in the field of financial data security.

ial data security ; data privacy ; credit card fraud

0 N o
2020 4 \ ( )
) ;
, L1 Google 2016 ( Federated
R , Learning)
2018 3 s 5 000 Facebook . . .
“ 7 ,2018 11 s o

(HSBC Bank) 1

o , 1.1
# : “ ” (ZX7K202102) 7, “ ” “

( 02022 41 1 :www . pcachina.com 3



e Digital Economy and Data Security Protection

” , 1.2
( N ) .
21 (1) °
) ID )
(Horizontal Federated ,
Learning , HFL) | (Vertical Federated Learn-
ing, VFL) (Federated Transfer Learn- (2) o

P BAEEY)
| HEE oL s o A 1
# i A& # |
® i e &
" ok " Bl ficp " BiARB
BRI HEAH AR BRI
1 (DN (DN ()t

4 :www.pcachina.com  ( 12022 41 1



Digital Economy and Data Security Protection e

1 o 5 )
. . 2.1
4 B N 4 %P n N
(4) A< Hu A BY J (4) A5 R 4
r () 3) B{Hfkis '
| v [ S P . BN [E— . ]
——————— L Rttt oo
B o ..! i AREE Ao
(1) B 1 s 4k uvEIL LA
(2) HH A 1| j’ ! ) (2) ¥ At 1 4
\ - /
{g J‘Jﬁz} [’é‘-F' iﬁa] .
2 Q\ v 161
1 171
/
Q .
N\ o
RTA QNN
- ( )
( )
/
+
+
Fedlearn ( )
FATE( ) /
PrivPy ( )
Consilient Consilient (Consilient  Intel)
+MPC JP Morgan .IBM
IBM \NICE Actimize .ING \FCA Advanced Analytics
IBM
( 12022 41 1 :www . pcachina.com 5



e Digital Economy and Data Security Protection

2.2

, IBM
(data detectives) , Paypal WePay

2.2.1

2.2.2

[9]

(1)

o

2.2.3
[7-8] R
2.3 <S;\
(1) <:)

(Fraud Detection System , FDS) ,

o

Machine Learning tensor

IR i A

|

Bt ey HLER
SMOTEST i

’

[81,

):(2)

Ik

A 4 I
Wi R B |
> e /RO % AL ||
&ﬂ§ﬁ~wm$MMMl
I‘I'I‘l:n‘”[i% Ilr g*'i&f I
A R 5 |
Y A R T e IY

1 s L LA HETRY Fii
afk? I
g RS I
) A s AR 2 |
t |
B MERIIB

3 (8]
2.3.1
( %2022 41

:www . pcachina.com

IEFREA




Digital Economy and Data Security Protection e

2.3.3
R (Synthetic , ;
Minority Over—sampling Technique , SMOTE) t=wi,
[9] o R
SMOTE ) ,
X K o
Xih) » 0 1 T, 5
Xi1 : o
X1 =%+ 1; (X=X 1)) (1)

SMOTE Server
Global Shared Model
2.3.2 W‘// H ” \

Bank Bank Bank Bank
1 2 (G=1 @
; s Private Private
Dataset C-1 Dataset €
[10]
, (xi 5 yi) s , W, 14
(3, y1) ) 4 ¢ 0. 01
o 9 c b N
77 w, N o ’
VL ((x,y.)5w.), o
w,, —w=nVEL(x,y.;0,) (2) ’ ’ ’

4 o

min [(x,y;w) where l(x,y;w)d;f 1 ZZ(xi,yi;w)
weR! i=1

7 : . e R n
[ e il (3)
B I = , c ID.|=n,,

C
@rE B ENE AR PHiE ”:Zn

4 181

( 02022 41 1 :www . pcachina.com 7



e Digital Economy and Data

Security Protection

C
9.
L,y sw)= 2 2l (x, v s w)
=1 n ) 10.
l 1 Z[ 11.
c(xc,yc;W)—;iED‘ (xi,yi5w) 2.
, 3
w1 w—1 Vi(x,y;w) (5)
C
W1 W0, — 7 2 Re VL(%,y.;w) (6)
c=1 N

3.1

o

’ : \
C
2 a,w, 9
Wi+t “ QWi ( )
c=

(FedAy, Q ’

CI
batch size , £ Q
epoch L s -
L 4

3.2

1. )
2. For t=1,2,+ do
3. max ( *C 1) ) N,
4 ¢ e N(INI=K)
5. w'., ., —BankUpdate(c ,u,)

K
PSS s |

S
BankUpdate (¢ , w) : ¢

SMOTE

T.w<—w,
8. B« D, batch size B

8 :www.pcachina.com  (

epoch 1 E
batch
wew-nVi(x,y;w)

w

QT

)N
) (
) o
2022 41

[15]
o



Digital Economy and Data Security Protection e

3.3

(1)

(2)

(3)

€

[16]
)

A

,2019,5(11):961-965.

,2020,34(1):13-17.

92022

41

[J]. ,2020(9):22-26.

[4] Wang Jianzong, Kong Lingwei, Huang Zhangcheng, et al.
Summary of federated learning algorithms[]J].Big Data,
2020:1-22.

[5] BONAWITZ K, EICHNER H, GRIESKAMP W et al.
Towards federated learning at scale : system design[J].

arXiv preprint arXiv: 1902.01046 , 2019.

[6] , , ,
[J1. ,2021,7(3):130-149.
[7] , , ,
[J]. ,2021,39(10):29-36.
[8]
[D].
), 2020.

[9] YANG Q,LIU Y ,et al.Federated machine
learning : concepl, andgapplications[J]. ACM Transactions

on Intelligent Systems and Technology , 2019 ,10(2):

1-19 (b' ¢
[10] ) [D].
Q ,2021.

[J]. ,2021(5):102-107.

12] KAIROUZ P, MCMAHAN H B, AVENT B, et al.
Advances and open problems in federated learning|]].
arXiv preprint arXiv: 1912. 04977 , 2019.

[13] , , )

[J1. ,2021 ,44(10) : 2090 -
2103.

[14] KE G,MEN Q,FINLEY T,et al.LightGBM :a highly
efficient gradient boosting decision tree[ C]//Proceedings
of the Conference and Workshop on Neural Information
Processing Systems , 2017 : 3146-3154.

[15] LI T,SAHU A K,TALWALKAR A, et al.Federated
learning : challenges , methods , and future directions[J].
IEEE Signal Processing Magazine ,2020,37(3):50-60.

[16] L " [J].

,2020(12):52-58.

( :2021-12-20)

(1983-), , ,

1 :www . pcachina.com 9



hR AR 7= FA

GAEH A, R T JEAAE & WM EAEER)2 BT (15
BB ARG NGB ze) 2E, JLAZAF @ E BEFTHM .
LRI Fa N ATIFIE B AP I % ERiF Ao B ATIE B P 4k 3%
A AT PEEE, BE—EZBRNE LT RAEIE® 4+,
T A, <

&éaﬁ,$%i&%ﬁﬂﬁ?p%ﬂéiﬁﬁﬁ
(CNKI ). 7 7 %48 4m it IR 4T é\ R S (4
-%WLBTa$ﬂ&&ﬁ%§%ﬁﬁ%@%ﬁ%@éi&

%. Q’b

R

(FREAREM 2L JiEs
P S B LR T R A R B ANBHILAT



	页面提取自－202201-XW
	版权声明-信网-



