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An active immune protection design for 1‘@'1"1&11 control system

based on trust roét o CM

Sun Yu, Hong %lg Yanling
(Beijing Huatech Trusted Computing Informdfion hnology Co., Ltd., Beijing 100195, China)

Abstract : With the rapid development and applieatio industrial information, cybersecurity risks are increasing. The
traditional "blocking and killing" protection techiglogyf) is difficult to deal with the current security threats. There is an
urgent need for a more suitable industrial system environmental security solution. This paper combined with our
country” s independent innovation of trusted ting 3.0 key technology, and proposed an active immune protection

scheme based on the root of trust of

sted"lat orm Control Module(TPCM) for industrial control systems. By constructing
key trust nodes, it enhances the capabilities of industrial control systems, and handles security incidents in a
harmonious and consistent manpe builds active immune defense capabilities for industrial control systems, and can
effectively identify and defe t “unknown threats.
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