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Abstract : With the deepening of the integrati @rmaﬁon and industrialization in China, the network security of in-
dustrial control system is particularly import is paper introduces the honeynet system designed for industrial control
system from the perspectives of active defense fatus, system architecture and realization method , and deeply analyzes its

network architecture and key techno

s, pfpposes a honeynet system design scheme suitable for industrial control sys-
tems. By designing a honeynet ar that conforms to the actual situation of the industrial control industry , deploy-
ing traditional honeypots, PLC real PLC devices in honeynets and through key technologies such as high simu-
lation to achieve attack and e asymmetry situation of network offensive and defensive games can be changed , and
the operation and maintenan sonnel of enterprises can detect and prevent threats early.
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