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Abstract : Vulnerability is a weakness of an asgefyor Jontrol that can be exploited by one or more threats. Vulnerability

identification is the most important activity o rganization’ s risk assessment, and it can be identified from both man-
ager and technical aspects. This paper explores™ghe best practices for management of technical vulnerabilities and restric-

tions on software installation , provide radfical audit case of technical vulnerability , describes the main audit findings

and communication process and the

Key words : information securi

provement methods of the audited organization, etc.

ement system ; vulnerability ; threat ; vulnerability management ; risk assessment

0 NA  NBM, LSO 5

2013 10 , (International ,2019 6 s ,ISO/IEC
Organization for Standardization , [SO) ISO/ 27001 : 2013 1,
IEC 27001 : 2013 Information technology— Security tech— (Information Security Management Systems , ISMS)
niques— Information security management systems—Requ— “ ) N N N N
irements ) , 8 ISO/TEC 27001 . N ,
2005, 2016 8 B,

GB/T 22080 - GB/T 22080-2016 A “A.12.6
2016/1SO/IEC 27001:2013 (Technical vulnerability man-—
Y, agement)” | “A.12.6.1

ISO/IEC 27001 :2013, A 14 . (Management of technical vulnerabilities)” “A.12.6.2
35 114 R (Restrictions on software installation)”

( »2020 39 12 19



e 3rd InfoNet Cup

«
> N N N o

(To prevent exploitation of technical vulnerabilities)” ,
(vulnerability) , , IS0/
[EC 27000 : 2016 “

(317

B GB/T 20984 -2007 “

(417
o

’ s o

4] (risk ° > >

assessment ) GB/T 9361-2011 GB 17859 -1999

, (vulnerability identification) o
0 GB/T 22081
[5] R
b [5 ] o Q 1 o

Y 4 N

1.1 , ‘2:" ,
o ' Q [2]0

( N N o CVE ,CNNVD
: : . (b., 1.2
L 4
o ( )
20 90 , )
o CVE (Common Vulnerability 0
Exposures) \NVD (U.S. National Vulnerability Database) . : N N
SecurityFocus , OSVDB (Open Sourced Vulnerability Data-— N o
base) o CVE )
MITRE )
[6] R . s
, CVE . °
) . CVE ,

20 ( %2020 39 12



3rd InfoNet Cup e

10

«

>
N

“\
,b.()

(penetration test)

’ ’

o , Web
(Web Application Testing , WAPT)
(Cross Site Scripting , CSS) . SQL (SQL Injec-
tion) | (broken authentication
and session management) . (file upload

flaws) |

€

(caching servers attacks) .

2020 39

(security misconfigurations) |

(cross site request forgery) . (password
cracking) o
1.3
2
2016 8
GB/T 22081 -
12 21



e 3rd InfoNet Cup

2016 TISO/IEC 27002:2013¢
>> [7] b
ISO/TEC 27002:2013 { Information technology — Secu—

rity techniques—Code of practice for information secu-—

rity controls ) (ISO/IEC27002 :
2013/CORI : 2014), NA NB,

GB/T 22080-2016/ISO/IEC
27001:2013 ISMS )

GB/T 22080-2016 “A.12.6

”
o

2.1
I[SO/IEC 27001  “A.12.6.1

” “
s

(1) 0 )

(2) 5

(3)

’

ISO/IEC 27002

’

(1) o
(2) o
(3) o

(4) 5

22 (

(5)

A

%/IEC 27001  “A.12.6.2

Qs
(b.()

(gpedit.msc)

2.3

(1)

(2)

«

T

)o

IT

Windows 10

—— Windows

o

%2020

o

N

ISO/IEC 27002

39

12

[71



3rd

InfoNet Cup e

, 60 %

: XXXX

(ISMS)

3.3

Pro SP1;

Microsoft Update

, 2018 1 19
Windows s

: Windows 7
(RAM):4.0 GB; : 64

Windows Update

Windows

o

Windows Updapel :\ C : \Windows\Windows —
Update . log” o

(o
&

A.11.2.9

:GB/T 22080 -2016/1SO/IEC 27001()

2013 ,SOA 3.0
3.2

’

GB/T 22080-2016/1SO/IEC 270!

’

o

o
V3.0, A
2018 ,

€

(
2020

‘O
90

)

k]

’

)

39

A.12.6.1

12

O

) J

),

>

HR

’ >

Windows

23



e 3rd InfoNet Cup

AGEMENT[EB/OL].[2020-09-01]. https : //www. iso.

org/isoiec — 27001 — information — security . html .

i . [3] GB/T 29246-2017/ISO/IEC 27000 : 2016
) : [S].2017.
i i [4] GB/T 20984 -2007
, [S].2007.
[5] , , .
’ [J]. ,2004(1):1-11.

[6] Common Vulnerability and Exposures| EB/OL].[2020-
09-01].http : //cve . mitre . org/ .
[7] GB/T 22081-2016/1SO/IEC27002:2013

$1.2016.
¢ b (8] :
; ( @ ,2019,37(13):
) ' 40-46. 0
, () ( :2020-09-28)

[1] GB/T 22080-2016/1SO/IEC27001 : 2013

[S].2016. ()Q (1974-), , ,

[2] ISO/IEC 27001 INFORMATION SECURITY M

~ °
( 8 ) Q 160-164.
[17] GERVAIS A,KARAME G O, WUST K,et al.On the
[9] , . Y 4 [J]. security and performance of proof of work blockchains[C].
,2018,4(11) 1 ACM Sigsac Conference on Computer & Communica—
[10] , . tions Security. ACM , 2016.
[J]. 2011(6):89-99. [18] PASS R,SEEMAN L, SHELAT A.Analysis of the
[11] ) . blockchain protocol in asynchronous networks[C].
[J1. ,2019(5) - 123-127. Annual International Conference on the Theory and
[12] Applications of Cryptographic Techniques. Paris ,
[J1. ,2017(6) : 34-36. France , 2017.
[13] . ( :2020-09-09)
[J]. ,2019,27(1): .
13-18. (1995-), , ,
[14] . [J]. . i
,2017(24):7-8. (1962-), . ,
[15] , S ,
[J]. ,2017,4(1): 1-15. o E-malil : xingbin@casic.com.cn ,
ey ;o (1984-), , :
[J]. ,2018,44(1) .

~ o

24 ( %2020 39 12



hRAX = BR

ZHEF R, KL TIBARAMZ & M BAEEA)T BT (fZ EHRE RN %
AN &, LAZATH &R BEFMHM . A8 MARFIEE AL
Lo, B fedtfTE G N4, REATI BRI &, Fb—EKMN®
TFRFEAEE B MR L

BEEA, AR LEBEAM T R HF) &AL E (CNKD). 754
kit RS- 6. F XA TIEIEE (£S5 M ). IST B KA AR
AU B e 3 A o TR

st T R ik BOE AT SR AR R AR AL . e A, R
BRI — b R AT R B E LR,

bz 9 |

(FEREBAREMERZE) fWMEH
T B TE B AT R AR SEAPIT





