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Abstract : In this paper,a large —scale distrib intrusion detection system  (broad —scale distributed intrusion detection

system, BDIDS) architecture is propesety to @iscover multi —level and multi —means attacks. These attacks are anomalies

that exist between multiple subnet istributed network. BDIDS consists of two key components: big data processing

engine and analysis engine. a processing is done through HAMR, which is the next —generation in —memory
MapReduce engine. Accordi ports, HAMR has greatly improved the speed of existing big data solutions through
various analysis algorithms. analysis engine includes a novel integrated algorithm that extracts training data from a
cluster of multiple IDS alerts. Based on the high similarity between clustering and known potential attacks, clustering is
used as a preprocessing step to relabel the data set. The overall goal is to predict multi —method, multi —level attacks
distributed in multiple subnets. If these attacks are not evaluated in a comprehensive manner, they will most likely be ignored.
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PageRank (Spark ) 3 3.6 2M Pages 4.9 7 8M Pages Spark OOM 32M Pages
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