e Network and Information Security

TrackRay

( . 100083)
IT °
) , TrackRay ,
Web , , , o Java |
Python . JSON , ) 0 )
s Windows Linux s
Web o
; ; TrackRay ; ®
: TP309 : A DOI: 10.19358/j.is @5133.2@20.06.007
: : : TrackRay - () ,2020,39(6) : 38-43.
Design of penetration test platform % TrackRay

(National Computer System Engineering Researchglns

of China , Beijing 100083, China)

Fan Jing, Jiao Yunlia(@ang
S

Abstract: Today , how to ensure information security is a ant problem in the Internet. Penetration test is a com-

mon network security assessment method. Because usi
penetration testing platform based on TrackRay, wi
grates the advantages of various security tools, ich

supports Java, Python, JSON and other way

L security tools are too complicated, this paper designs a
vulnerability scanner and web service interface. It also inte-
es it powerful and easy to use. In particular, the framework
plug—ins and calling various types of plug—ins to take penetration
testing. And its portability is greatly improve m the experimental results, it shows that the penetration testing plat-

form designed in this paper is simple and copvemient to build, can be used in Windows and Linux systems, and can be

flexible to write plug—ins to achiey,
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