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Abstract : Industry control systems have been widely use etroleum industry. Nowadays, with the integration of infor-

mation technology and industrialization in petroleum s, the ICS networks have changed from relatively isolate to

open with the outside net world, so it magnifies ulnerability and external net threats, which seriously affects the
safe production and stable operation of the n oleum industry. The research is based on the actual needs of 1CS
security in petroleum industry, referring to thi ation system classified protection of ICS, considering the characteris-
tics of the petroleum industrial control (system, h as the diversity of protocols, high reliability requirements of equip-

afféct the real —time system operation, etc. The research will follow the aspects

ment, and the safety mechanism can
of secure communication network, area boundary, secure computing environment and safety management center, try-
ing to find a complete set of rity solution and fit the petroleum industry in an all—round way.
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