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Design and implementation of network anomaly detection system

based on association rules
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Abstract ; Intrusion detection technology is one of the core technologies of network security defense. Due to the increas-
ing network bandwidth traffic, intrusion detection systems need to provide rapid detection capabilities. The Snort intrusion
detection system relies on matching the captured data with rules to determine whether the system is under attack, so the
quality of the rules determines the performance of the system. This paper combines data mining technology to design and
implement an association analyzer plug—in unit based on association rules to enhance Snort to identify intrusions. At first,
Apriori is used to mine the alarm logs generated by Snort and search the hidden attack patterns; Furthermore, the associ-
ation rules are converted into corresponding Snort rules. Finally, the performance of the Snort system is enhanced by us-
ing SYN Flood attack test rules. The results show that the improved Snort can improve the detection efficiency of SYN
Flood attacks.
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