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Android malware detection based on feature generation method

Feng Yao, Wang Jinshuang , Zhang Xuetao

(Institute of Command Control Engineering, Army Engineering University , Nanjing 210001 , China)

Abstract : Considering the expert experience and manpower required in traditional feature engineering, a detection method
based on feature generation was proposed in this paper. ExploreKit was adopted as the automated feature generation
method, which can improve Android malware detection model performance by generating and selecting new features. A
large of candidate features are obtaioned by calculating the initial features. According to the meta—features of the candi-
date features, their performance is predicted and evaluated. New features that will improve the performance of the model
are selected by greedy algorithms. The time spent on feature generation is reduced by filtering the initial features input
to ExploreKit and limiting the number of generated features. Many features were extracted from APK, such as sensitive
APl and dangerous permission. By using C4.5, SVM and random forest as the classification models, our experiments
show that the error rate of Android malware detection decreases 24.6% on average, the accuracy reaches 96.5%, and
the AUC reaches 0.99.
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