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Abstract: Information hiding has become a n t interest dI‘
In this paper, hiding and replacing the bad text information ﬂo the 1nter al network of NAT server are implemented based
on Netfilter/iptables modules and th p technique in L1 he ment shows that it achieves the desired results.
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#iptables —A FORWARD -m mark ——mark 1 —-m filter-

" XXX L XXX L XXX L XXX

string ——slring ——replace —string " xxx.xxx.
xxx.xxx"?-j LOG —-log—prefix "ip filter:"
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TCP/UDP
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y
% ( \ 4
EC=/usr/sbin/ett,
FILTER =. strix b %&v ef )

[ttercap
ettercapish
#! /bin/bash
EF=/usr /])111/ettf‘rf11t

echo ' er, Press q t "

echo | W& ddtd in the pd(ket do you want to change?"
/1
$DATAL to ?"

Cho™" what I{/}ﬁ want to change
C)ad DATA2 //

#(echo %\D;»TAMM —m)—(echo $DATA2lwe —m)
#f [((echoy, s DATATIwe—m)—(echo $DATA2lwe —m
4 thefl J

> <# >0110 "The numbers of characters of $DATA1 must be
same with $DATA2"

Nt =0]

» the
> '# exit
rm —rf ./change_data
mkdir ./change_data
DIR =change_data
cd $DIR
touch .stringreplace . filter
FILE =.stringreplace.filter
"if(ip.proto==TCP && tcp.src == 80){" > $FILE
"">>$FILE
"if (search(DATA.data, \"$DATAI\")){" >> $FILE
" replace(\"$DATAI\" \"$DATA2\");">> $FILE
"}">>$FILE
echo "}" >>$FILE
$EF $FILE —o $FILTER
$EF -t $FILTER
$EC -1 eth0 -Tq —-F $FILTER -M arp
echo "You have successfully quited changing $DATA1
$DATA2"

echo
echo
echo
echo

echo

to

shell 3
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