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3.1 Rijindael
N fan try
d o= { /1 Rijndael Key IV
‘_© Rijndael RijndaelAlg= Rijndael.Create () ;
- !
(N . .
string sData = "Here is some data to encrypt.";
string FileName = "CText.txt";
1 Rijndael I Key v
(3) : State s 2.3.4 EncryptTextToFile (sData , FileName , RijndaelAlg. Key ,
1.2.3 o RijndaelAlg. 1V ) ; 11 Key IV
(4) : CoefMix  State string| Einal =DecryptTextFromFile, (FileName, RijndaelAlg.
o Sli,j] Key, RijndaelAlg.1V) ; Q%
CoefMix [i,k] State Console.Wril,eLine(Fi\@.; . /]
State[k /] . ) % &’\
GF(28) . “ ” , GF cateh ( Exception % \&
(28) 1, { & ,(,)
(5) . State State. Console . WgiteLirte ( C.Mcssagc )) :
4 RoundKey 1 S ) @ >
(6) .4 44 slalm ({d EncryptTextToFile (String Data, String
w[44] 10 Qﬁ@ byte[] "Ke V/ﬁyte“ V)
4 4 << \(
/1
(41 L oli Q { F/ ) : .
4 4 iléStream  (Stream =File.Open  (FileName,  FileMode.
[L—. 1o w“ ) ) so[i] @1 Obe\’ Cledle) ;
wli=4] v, R , /I Rijndael
4 I 1 S Q) < . Rijndael RijndaelAlg=Rijndael.Create () ;
1 /1 , passed key initialization vector

, 3’ 0, %Q RCTy

j . RC[11=18RETH=2: RC[j-1], \ 4
GF(28) . RC[j] \
(7) Nr:  Rijndael 8 \ (Nr)
Nb Nk (N \ \» 1 .
1 Ne NbL V),
Nr Nb=4 Nb=6 Nb=8
Nk=4 10 12 14
NEk=6 12 12 14
NE=8 14 14 14
2.2
Rijndael ,
3 Rijndael
Rijindael ,
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(IV)

CryptoStream cStream = new CryptoStream ( fStream ,
RijndaelAlg. CreateEncryptor (Key, 1V),
CryptoStreamMode . Write ) ;

/1 StreamWriter

StreamWriter sWriter = new StreamWriter (cStream ) ;

try

{ /1

sWriter. WriteLine ( Data ) ;

}

catch (Exception e)

{

Console. WriteLine (" An error occurred : {0}"

}
finally

{
sWriter. Close () ;

, e.Message ) ;

www.pcachina.com 77

www .ChinaAET.com



www . ChinaAET .com

Technique and Method

cStream. Close () ; sReader.Close () ;
fStream. Close ( ) ; cStream. Close () ;
} fStream. Close ( ) ;
} }
catch  ( CryptographicException e ) return val ; /!
{ }
Console. WriteLine ("A  Cryptographic error occurred ; catch  ( CryptographicException e )
{0}", e.Message) ; {
} Console. WriteLine ("A  Cryptographic error occurred :
catch  (UnauthorizedAccessException e) {0}", e.Message) ;
{ return null;

Console. WriteLine ("A file error occurred: {0}", e.
Message ) ; sException e)
}
} file serror occurred: {0}", e.

3.3
public static string DecryptTextFromFile (String FileName ,
byte[] Key, byte[] IV)

S
N

{ (, .
- & O
{ /1 Squre . Rijndael
FileStream fStream = File.Open (FileName, Fi e. N C) R ,
OpenOrCreate ) ; i 4 ,

/1
Rijndael RijndaelAlg = Rijndael.Create (

/1 ,  passed k initiali vector @() . 3 )[M]. :
: Q, 2008.

CryptoStream ¢Stream = ne : é Q [2] [M].

RijndaelAlg. CreateDecryptor ( K s 2009
CryptoStreamMode. Read ) 5 Qx/ .[ %// zhidao.baidu.com.

/" AT Write *) EMEN ], RIJMAN V. (AES)—
StreamReader sReader new StreamReatr,vﬁtream Rijndael [M]. i .
string val = null; V\ ,2003.
try Q R ( :2011-10-10)
{ /1 >
val = sReader.Readli

} . ,1971 , , ,
catch (Exception e)

{ , 1964 ,

Console. WriteLine ("An error o 0}",e.Message ) ;

) ., .1976 : , ,
finally

{
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