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Abstract: With the development of Internet, The atta(@%u Web site (ir}éide/nts continue to occur, the existing firewall, IDS

and other equipment can not effectively prevent intruder
attacks. This paper presents a more complete Web '\
tampering by hackers, malicious code in the 9\%[%1

tem kernel level privileges to aecess (onlml

pering websitehpages and other files, steal important information such
>

security meehanism, the core layer of assurance from the Web site pages

ill not wan{mlv 1tt’1( k. The mechanism of reconstruction of the operating sys-

4
) ()[)Pldfil” system, [ll?s registry, process, and network resources such as the use

of white list rules, and using a comhmal1@Vmulllple meéchanisms o increase resistance to attack Web servers.
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JRULE_TYPE;
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typedef struct _PROCRULE
{
ULONG nld;
CHAR  procName[ PROCNAMELEN];
short nRuleType;
DWORD Reserved;
} PROCRULE, *PPROCRULE;
1 2% 3000
typedef struct _REGRULE
{
ULONG nld;
CHAR procName| PROCNAMELEN|;
short nRuleType;
} REGRULE, *PREGRULE;
1 2% 1k R R0
typedef struct _REGPROCRULE
{
ULONG nld;
CHAR procName| PROCNAMELEN |;
short nRuleType;
} REGPROCRULE, *PREGPROCRULE;
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typedefl struct _FILERULE
{
ULONG nld;
ULONG nReadWrite;
CHAR  procName| PROCNAMELENT];
short nRuleType;
BOOLEAN
} FILERULE, PFILERULE;

bDireetory ;
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typedef struct _FLTRUEE
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struct FLTRULE *next;
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int ruleLine;
int nAction;
BOOLEAN blog;
enum RULE_TYPE ruleType;
union {
struct _PROCRULE  procRule;
struct _REGRULE regRule;
struct _FILERULE  fileRule;
struct _PROCRULE  protectRule;
145l AT 55 8 B0 A8 4 R RR
struct _\REGPROCRULE  regProcrule;
} Rule;
} FLTRULE, *PFLTRUTE;
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