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Abstract: A high—speed traffic monitoring system is designed and plem?nte% baaed Aurho( “ap and common server. Through
4

the system, users can develop business-specific traffic monitoring¥_and acquire nufl()us information about network traffic,such as
getting network behavior characteristies, detecting abnormal é, disc menr{“ /n\tynk bottlenecks, locating and recovering network
fault. At present, the system is running in the real netwos : { \
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1.2 , °
Linux . TurboCap ntop
TurboCap Libpcap (Packet Capture Library ) . )
Linux Fedora 10, N
Fedora 10, ) 0
1.2.1 Libpcap 1.3.2 ntop
Libpcap  Berkeley JACOBSON V LERES C ntop : (Packet
MCCANNE S s Sniffer ) , (Packet Analyser)
, , (Report Engine ) , 1 o Packet
, Libpcap o Libpcap Sniffer Packet , Packet Analyser
Unix/Linux o Libpcap R Report\ Engine o
http : //www.tecpdump . org , 1.1.1, HTTP
Libpcap libpcap-1.0.0-tc_17. % > ‘
A Web
£c10.x86_64 , CACE TurboCap \) browser
>ackets r SQL Client
: W N sockeg IDPYServer
1.2.2 | { A
ROOT TurboCap , TurboCap e
rboC: Q/ ( ) M\ sql
, TurboCap N N TurboCap

libpcap 1.0.0,

: \ Lpntop )
[root@x86_641# rpm —ivh kernel —firmware =2.6.27.12 — 133 @E‘ J >
170.2.5 . preemptive . kernel . kt.fc10.x86_64.rpm

t() s
[ro0t@x86_64]# rpm —ivh kernel —2.6.27M2u=170.25. V4

preemptive.kernel . kt.fc10.x86_64.rpm / GeolP rrdtool ,
[root@x86_641# rpm —ivh tusboeap ~1.6.2117=1.fc10. (<>/ nt"P\
x86_64.rpm libpcap—1.0.0~tc_16.fel0:x86_64 . rpm <( ( star —zxvl ntop—4.0.3 tar.gz;
[root@x86_64# rpm —ivh turbocap —moedule=2.6.27%, 1 (y, ntop—4.0.3 5
170.2.5.preemptive.kernel .kt.fc10-1.6.2117=1.fc10. X8() :./autogen.sh ;
) é\ Pdora\ \ :make && make install
(2.6.27.12-170.2.5.preemptive . kernel .kt.fc & :useradd —M-s/sbhin/nologin—r ntop ;

: chown ntop : root /usr/local/var/ntop/;

Fedora(2.6.27.12-170.2.5.preemptive. kemé@ x86 61() )

:chown ntop :ntop /usr/local/share/ntop/;

1.3
ntop ,Q P%l 4 :ntop—A;
DERI L 1997 \ \ \
'\

ntop : /usr/local/bin/ntop —d -L—-u

, http : //www .ntop. org ntop —P/usr/local/var/ntop ——skip —version —check —-use —

4.0.3, ntop  sniffery syslog=daemon ;
N : ) http : //
host_ip : 3000 ( “IP” ntop
1.3.1 ntop P ) ntop o
ntop : N N 2
N 2.1
ntop s
. (1) SPAN (Switch Port Analysis ) :
o , ntop (2) TAP (Test Access Port) :
) ) , , o TAP
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) ; , SPAN
) ° , o TurboCap
2.2 ——SPAN °
SPAN o Board Aggregationg Port (BAP)
Catalyst 2950 SPAN , o TurboCap TurboCap ,
SPAN : °
C2950#conf t TAP ,
(2950 ( config ) # . (1)TAP (
C2950 (config)#monitor session 1 source interface ), ( )
fastEthernet 0/2 , TAP
! —— Interface fa 0/2 is configured as source port TAP
C2950 (config)#monitor session 1 destination interface ) . (3) TAP

fastEthernet 0/3

! —— Interface fa0/3 is configured as destination port

, TAP

TAP o
2950 ( config ) # Q,
SPAN (1) Li@
. (2)SPAN @2\5
& O |
s Q —ntop[J].
’ :38239.
2.3 Ntop [D]. :
: A. Ntop network monitoring guide [EB/OL].
(1) (TAP) TurboCap OQ //techowto wordpress.com.
pass —thru , TurboCap
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(2) TAP . (FT’AP < ‘ : . L1974 , , ,
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