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Abstract: This paper presents a scheme of globally dete ac ket (lgopp\g attacks for clustering IDS in MANET based on
cluster heads in collaboration after” analyzing the .existing dmppmg al lydete(tmn algorithms. The solution monitors nodes’

communication status by IDS cluster heads ineollaboratiod; and impro monitor methods and judging ways of nodes’ status.

Simulation results show that this algorithm thas high ous n\ode de\e\’lon rate and low false alarm rate, and it performs well in

evading malicious nodes and {sustaining throu;ohltg thV &
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; J
tepydef struct{
Bool Drop ; /1
Bool LastDrop ; 1/
Bool Cheat ; //
}Node ;
jo
while (true)
{

if (node.Drop)
if(node . LastDrop)
{Alarm (node) ;
next ;
}

else node.LastDrop =

else

if (i. LastDrop)

if(j.Cheat)//
{Alarm(j);//
netxt ;
}

else

{ j.Cheat = true;

node.LastDrop =

56

true ; / node

//no
//

J

/1

oo

node

false ; //

Jo>

(3)

3
Qualnet ! -

2 000x2 000 100 °

1000 s, Random Waypoint , 0~
20 m/s o CBR (Continuous Bit
Rat) ,CBR 512 B, 10 ,

AODV .

0 ,
o 5

0.6

90 % ;

A
0.5 S
0 5 10 15 20 25
4
100% , 0%
) 3% o

www .ChinaAET.com



www . ChinaAET .com

Network and Communication

0.05 o
0.04 EwEE , , Hello
0.03
,’y‘ .\\h‘\\: [1] PAUL K, WESTHOFF D. Context aware detection of
0.02  — / selfish Nodes in DSR based Ad hoc networks [C]. IEEE
,/"! A Global Telecommunications Conference, 2002: 178-182.
0.01 /,-/ [2] LEE S, CHOI Y. A resilient packet —forwarding scheme
/"j y against maliciously — packet —dropping mnodes in sensor
0 _’__,f-"" networks [C]. eedings of the 4th ACM Workshop on
0 5 10 15 20 25 Security  of \% Sensor Networks (SASN’06).
Alex: drla, USA;, 0645
: [3] MAR , GIUD LAI K, et al. Mitigating routing
° misbeh mobile Ad Ho, %orks |. Proceedings of
nal Con on Mobile, Computing and

*\ 6th

Networkmg icom’ ston, US

CHEN GYR :

edlt Ba& stem for @ ad hoc networks [C].
3

. 255-265.

a simple cheat—

, FOCOM 2 wenty Sec nd nnual Joint Conference of
, R the IEE puter nd C nications. San Francisco,
CA, April 198721997.

Ad Hoc
,2010,37(10): 118-122.
N C C. Qualnet Tutorial [R]. Scalable
nologies, University of Delaware, 2007:21-46.
( .2011-04-13)

2% . (5] o\
)
Q&AIKAE

Netwo? Teg

o N
\\ :

\Q ., 1986 , ,

57

www .ChinaAET.com





